Public Web Site Guidelines

A Manifesto
Authors: Howie Spielman
Version 1.0 
Aug 24, 2007

Proprietary and Confidential:
This document is the confidential property of Self2Note and is for internal use only.

	Version
	Date
	Modifcations
	Author(s)

	
	17-Aug-2007
	Initial Version
	Howie Spielman

	
	24-Aug-2007
	Minor wordsmith pass
	HS

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Table of Contents

41
Introduction


42
Principles


42.1
Financial Viability


42.2
Policy Definition


52.3
Personal Information


52.4
Personal Preferences


62.5
Ownership of Intellectual Property


72.6
Account Closure / Cancellation


72.7
Transparency of Data Collected


82.8
Site Operation and Warrantees


82.8.1
What Self2Note will Offer




1 Introduction
This document is a brief manifesto of the principles to be applied in the construction and operation of a public web site – especially with respect to the treatment of personal information provided by users of the site.
2 Principles

2.1 Financial Viability
The creation and operation of any web site requires personnel, equipment, and money. Lacking public funding or supporting benefactors, in order to be able to operate, a web site must establish a clear and explicit covenant with its users regarding how it will sustain its operation. This may consist of any or all of the following (list is representative, not comprehensive).

· Advertising will be presented to users of the site. The advertisers will pay fees in return for their ability to reach the users of the web site, who ideally belong to one or more identifiable target demographics that appeal to the advertisers.
· Service Fees will be collected for the use of the site. If there are multiple service levels that provide increasing utility or value, higher levels may require correspondingly higher fees (e.g. Silver, Gold, and Platinum account levels), and the most basic level may be free.
· The operators of the site may also record usage data and then attempt to aggregate or “mine” that data to better understand consumer trends or patterns – either as a whole or based on market segmentation criteria. Aggregated data gathered from user profiles and preferences may have similar value if sold. In some cases, this data may be sold to other parties as a direct source of revenue – or it may be used to supplement the site’s ability to derive revenue from the streams mentioned above.
2.2 Policy Definition

A site’s Policies and Terms of Service should be easily found and easily understood by its users. This means that the language used to define them should be clear and simple, and include brief illustrative examples when that will improve comprehension. 

2.3 Personal Information

The amount of personal information an individual will reveal is often based on perceived levels of risk and reward/value.  Many sites require a user identity, established by setting up an account or membership with the site. 
A site should offer some basic utility when provided with a minimum amount of personal information, which may even be false or unverified at the first stage. This allows an individual to begin to use the site, build trust, and assess the value offered to them. Additional utility and convenience should be obtainable in steps, each reached through additional disclosure and/or verification of personal information.

2.4 Personal Preferences

User profile and preference information is often gathered within a specific section of the site dedicated to that purpose. While this approach may be familiar to most users, and even necessary in many cases, other means should be employed as well. 
Whenever it is possible, preferences and settings should be declared by the user in the context where they are applied to the site. This allows for de-centralized management of such preferences, and increases the clarity regarding the effects of changing an option or setting.
2.5 Ownership of Intellectual Property

Ownership and rights regarding Data and Intellectual Property (IP) on a site should be clearly delineated and well understood.
When a user enters personal information regarding their identity, profile, or preferences, that information remains their personal property. It is provided to the site in order to obtain service and/or access capabilities of the sit, but it may be deleted from the site at any time at the request of the individual. The site has no right to preserve or retain the personal information of its users without or against their consent.

Similarly, when users enter original content consisting of messages, text, images, music, videos, etc to which they own the intellectual property rights, that content must remain under the owner’s control. An owner of such content has the right, and must be given the ability, to remove it from the site at any time they choose.
On the other hand, if users place on the site any content to which they do not hold the IP rights, the site operators should be able to remove such content from the site either a) when it is clear that such a situation exists, even without protest or notification from the IP owner, or b) upon a reasonably substantiated protest or notification from the IP owner.

Aggregated or summarized data of users and site usage (such as number of registered users, geographic distribution of users, total number of visits, time of day and average length of visit, counts of pages visited and type of usage performed on the site, etc) remains the property of the site operators. 
In order to provide value and utility to active users, such usage data often must be associated with individual accounts or identities – but neither specific identity nor usage data for an identified (or identifiable) individual will ever be sold or disclosed to others without legal (e.g., court ordered) compulsion.
2.6 Account Closure / Cancellation

Should a user choose to close their account, their usage data may be retained by the site owners for the continued purpose of aggregation and summarization, but the specific user identity associated with the creation of that data must be removed or made anonymous, thus preserving the individual’s privacy. 

At the time an account is closed, any original content added to the site by the user must be removed from the site’s “live” storage, or made otherwise inaccessible to users. Since many sites employ backup and/or archival practices employing off-line storage at a “vault” or an alternate site to ensure business continuity in the face of a catastrophic loss of data or service, it may not be reasonable (or even possible) to remove such content from archival copies on magnetic or optical media.
2.7 Transparency of Data Collected
A site should afford its users the opportunity to understand the types of individual usage data it collects, and review (in a manner consistent with that afforded to the site operators) the data that pertains to them at any time. For example, this may include activity such as when a user established their account, the times at which they accessed their account, and the types of activity performed while accessing the account.

2.8 Site Operation and Warrantees
A site should be organized and constructed to afford its users the best possible combination of utility, accuracy, reliability, and performance – as well as enjoyment. In order to attract and retain users, it is in the site’s best interests to offer superior service and operation, and a minimum amount of “down-time” for either planned or unplanned conditions.
If fees are collected for service at a defined in a Service Level Agreement (SLA), compensation should be given for failure to meet that service level. While a site may endeavor to remain operable at all times, and to reliably preserve content and data that drive its operation, it should be free to make no warrantees nor offer any compensation for prolonged, unscheduled service outages (which fail to meet the terms of the SLA) in excess of the pro-rated cost of monthly service fees for the period during which the site was unavailable. Of course, sites that wish to offer excellent reliability and service to users may choose to guarantee greater compensation for service outages or data loss as a competitive differentiator.
2.8.1 What Self2Note will Offer

In the event of a significant irrecoverable loss of data, the maximum remedy offered will be a full refund of the latest payment of service fees. In the event that an account reverts from a premium level to a more basic one (either by explicit user choice or due to lack of fee payment), the oldest content placed on the site by the user will be deleted (or made unavailable to the user) until the total storage in use by that account is consistent with the amount of storage allocated to accounts at the basic level.
Scheduled maintenance outages of relatively brief duration may be required periodically to ensure the site’s ability to add or replace equipment, and to grow to meet the needs of its users. If communicated with reasonable advance notice, scheduled maintenance outages should be considered part of normal operation, and should not result in pro-rated credit on service fees.
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